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Y�?x�xHI��x�#$·¸��çDE«�n)æ�
¨�^_�#$·¸M�nK��l�op�éGH¯°#$��
x�%&dçe? (Kq;W�;���� ))£¤xo2{����
���n�{�ß]�#$·¸��)

4.1 
�$%�&

��CB?¼^_��âÉ�A (� 3.8)¯°���#$����
n}~)uf�fM��¼�n�l�op�5O<zKq (target);
rsW� (effect);���� (configuration)«@ä=e?)/.Kq¼�
��9��¨yç
x��x�?àÍ (condition)�8\�ÃµGçM
���wFÑÒ�rs�x)rsW�«����xGj&
x��
x����� (action)�GijKq¼pr�l�9�«�����#
$��¼Ø½K�).��C�¼pr�l�$ò#$·¸��x�
�?!���¨ab9��#$eé"ÖiI�©���«;¸){
;l�%$ò#$�?!���x¨=>��C�I9��#$��
è�Ñ�UVWóô�½)

{| eXtensible Access Control Markup Language (XACML)1x�n��
��#$·¸op)YXACMLx��¶Kq¸;¶rsW�¸«¶�

1XACML: www.oasis-open.org/committees/xacml/
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¸)Y���x�Éð���e8¨�����%&K��@â�u
f]��M¶l�¸)�l�M�n·x�9�ae������ 
�#$·¸��b¸�k�Y�����±�PQ�!"ijK¹�
��K ¡¢��UV��«��)

XNT%dç#$·¸���B���e8 (Kq;rsW�;
���� )�+�Y� �������±�cÐ����x�� 
Û¨Ú�Jª�"QR����ae��)ufY�n#$·¸�
��l�op!�4´���������;��C�¼����
�;9���W;��©�¡v;�w��§u8Û[\P�|¬)
� 4.1M{|%&�����«�w#$�UVWhÄ¼�n�#$·
¸��l�op)YKq§��yz±�á�n@AØ½=yz«y
zª���´©��$òC����hÄ)

4.1.1 67

Kq (target)�Gdç#$·¸���{8\�C&%ae��
¼OÖC�IÃ)Y���x��UVhÄ§¨�%&�����Ð
p �9�ae���iI"ÃµhO%&��?àÍ�k����
�±¼����aeKqÃµ4¼þÿ)®²ì9WI�4�Ç��
UV��M;¸Y/078�vw�� (LAN)¤iI"Y+8�wx
µMPI�4�³ã���)

²� 4.1¼A�KqG.`�l�=e?¼dç�ZzMì(1)�
�C��(2)9�'(�(3)#$��« (4)��)GH&%²±ì
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ab!c (User)

CýA#$��¼ÖC�IÃ)Y����C�!�ã,�
��{��Cyz (user)"Ö°�jW�®²ì·p����\
(network address identifier, NAI);SIMä§��9�)¥¦9¼����
�%&�áHZM-�;{Iå�;�Dõ«æÞ§�uf¼Ö
C�ae§¨Ã4¼þz)f+�4´��C�¼]ab���
�
½�©���9�§Û��Zz��½#$�� (Action)
��
(Environment)º�yzª�´�.Z�ýþ�)
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HJ+, (Resource)

ýA��C�ÅÆ#$�9:;'(J��e?§)��9�²
� (name);��W (availability)«��è� (URL)§jW��C&%9
��kW)f+�[\��9�'(«���ª�´��C&%�
9�K¹�¼Yè�)

;FbQ (Action)

Y���¼�n�#$·¸��x�Y�Cyz (Action)±��
`�k��=yz�é«9�'(Ù½��T (perform)�´��ýA
kC�Im9�¼VÆ��� (³ã;Ç�;±ç«�è§ ))��C
��#$��Û¨«!ª (Time)Ù½´k�CýAKq#$!ª)
uf¨àÍkC��Kq#$!ªGWY���9W�!ª�:7 (

®² :;¸YéV{ê���_x )���£¤�ae��)*+
ij��I&cÐ9�J'(¼"Ö�UV§¨%&�����n&
�ab (permit)J=>#$ (deny)ºÐ%&�ae��y�)(���#
$�� (Action)«rsW� (Effect)ºe?ª¼"Ö�´�ýA )

�� (Environment)

���}~5OÁý©³{�4´kC�JG9����9�)
���xá#��HZM��#$ß;12"�è�«��¡^§B
�=yz)uf����èÀJ©�¬E�%&���%&�aey
�)�l�Ù�M�n·x�#$·¸��x���è� (Location)Ã
G{dQRae���ÒOl�u8)ufã,�n�%&�yz�
ZzC&%��C� (User)«9� (Resource)�¼Y��)�±x^
_Y��yzx¼�n�@AUVW9�ì
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• ��#$ß

��#$ß (Access Point, AP)G�����"����4�vw�
� (LAN)«��vw�� (WLAN)ª,����)��C����
������"�©T��������w9:#$)/KY�
�vw����x�'aeJì���"�ëyç{�UVT�
óô)ufY���¼�n�opx�[\�����#$ß�
IPè� (NAS-IP-Address)�M4]ae��"�`P«��C�J
�w)'mª�,�)

• 12èÀ

HI��;������¼�n�#$·¸�����12èÀ
(Virtual Location){yz����ae� IP�];Á�)'m;�
.mèÀ;�w;��ìdJ��f�§C&%��C�JG
9����jW)

• ��¡^

��C�uM���kW�k@��·�W¤uf��Y©³
!ª;"ß���K¹�����#$9:)Y���x��
�C��C©������¡^ (Network Media)<¥4ì4�v
w�� (LAN);��vw�� (WLAN);12í��� (VPN)«C
BÁ������ (3G)§��)��¨HI%&���¡^;
¸ae�:«@AUVW�� (²ìP���� )§)
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4.1.2 89:;�<=>�

Y#$·¸��x�Kq¼���9�G�M�?àÍ�¦j)
��¨rs¼ÙB��kC�l�9�GW$ò#$�?��K��
GWab�w9��#$).��C��kCl�9�$ò���U
VhÄ¤ (#$�?àÍM` )��w)'m (Home AAA)Ø¨�½kC
��©�xÄ�&���C�I&9�J'(�kC)XfY^_«
aekC�¤���¨�bk��©�;¸�k�¢v����P£
�É)

Y���¼�n�#$·¸��x�rsW� (Effect)«#$��
(Action)ºyzª¦j¼���#$Kq%&¨Ù½ì9W (permit);=
> (deny)ºÐaey�)�XACMLM���UV��x�ß]"��
�kC�ÅÆ#$�Kq«rsâºyzª�´��CýA%&a
e��)/KMN$ò���'(ÇÈ£�É«HI%&kChÄJ
��f�¼�n�vèÉ©�'(§�ã,*+���4´����
� (Configuration)�yz�CýA%&�©�;¸).��C���
�\^_«ae¤�f����7=Ø¨X�"|C�©�T)��
���<z±{B�yzì

.def (Time Constraints)

î���C�w��©�!ª�C;¸£©�!ª�£�â¤
.��ë£î�fT;¤xxÍ©�)*+g<¥�=ï�£�ð�
!ª�{;Yfð�!ª�¤�kC�Á4©³IüJ9:� §�
��MNS�{��'(ÇÈ��� X�"xÍkC�©�'()
XN���©�!ª+�Y#$�ÍTÃ��ç;¸)®²�;¸{
07¼9W�©�_ J{_7¼9W�©�! §4´#$��Í
��)²�O;¸��C��op«ñ�#$ÐV§�x����«
!ªyz�ª¼"Ö�´©&%k��©�ÐV)
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ghef (Encryption Constraints)

Y���x���%&p �P�Ñ£�$ò��C�vèÉ
�hÄ)YP�;¸f�Cyz±�Zz"Öì%P� (Free);��
(Basic);x£ (Middle)«Ñ£ (High)§`�=yzýA%&yp�P�
Ñ£)ufijkC�¼î��P�Ñ£;��¡^§9���� 
��X�"��iIB�P������S���UV)

IPijklef (IP Filter Constraints)

Y IP�<ò\�;¸x���HI�)'m ���C�w�
9:� �� IP���C�ó�{��� IPèÀ)uf/. �
ò\m�;¸���9W¼î�� èÀ�+�¼49:�-¤JG
=>î�èÀ�+�9:� )
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4.2 '()"

Y�?@x�{|¹�¼�n�l�op�n{�#$·¸�
�)f{�� (PolicyfromWLAN)5OGHIY��vw����±¼�
n).kC�l�$ò��¼����?!���XNab�w9�
#$�eå+�gPQI©��!ª§ç;¸)��&%²±ì

Policy specification 1#$·¸���® (example.owl)

<?xml version="1.0" encoding="UTF-8" ?>

<rdf:RDF xmlns="http://www3.nccu.edu.tw/~93356026/example.owl#"

xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"

xmlns:rdfs="http://www.w3.org/2000/01/rdf-schema#"

xmlns:owl="http://www.w3.org/2002/07/owl#"

xmlns:xsd="http://www.w3.org/2001/XMLSchema#"

xmlns:user="http://www3.nccu.ed.tw/~93356026/user.owl#"

xmlns:resource="http://www3.nccu.ed.tw/~93356026/objectinfo.owl#"

xmlns:action="http://www3.nccu.ed.tw/~93356026/action.owl#"

xmlns:result="http://www3.nccu.edu.tw/~93356026/result.owl#"

xmlns:target="http://www3.nccu.edu.tw/~93356026/objectinfo.owl#"

xmlns:environment="http://www3.nccu.edu.tw/~93356026/environment.owl#"

xmlns:policy="http://www3.nccu.edu.tw/~93356026/policy.owl#">

<!-- This is an example of access control policy specification -->

<!-- Access Control Policy instance-->

<policy:ACPolicy rdf:ID="PolicyfromWLAN">

<policy:OnCondition rdf:Resource="#ManagerUsePrinter" />

<policy:hasResult rdf:Resouce="http://www3.nccu.edu.tw/~93356026/result.owl#Grant" />

<policy:hasLimit rdf:Resouce="#WLANConfiguration" />

</policy:ACPolicy>

<!-- Target instance-->

<target:Target rdf:ID="ManagerUsePrinter">

<target:targetUser rdf:resoucre="#93356026" />

<target:targetResouce rdf:resoucre="#Printer" />

<target:targetAction rdf:resoucr="http://www3.nccu.ed.tw/~93356026/action.owl#Use" />

</target:Target>

<!-- Device instance -->

<user:Device rdf:ID="NokiaSmartPhone" />

<!-- Target Resource instance -->

<resource:ObjectInfo rdf:ID="Printer">

<user:locatedIn rdf:resource="#PrinterInLab" />

</resource:ObjectInfo>
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Policy specification 2#$·¸���® (2 )

<!-- User instance -->

<user:Manager rdf:ID="93356026">

<user:hasName datatype="http://www.w3.org/2001/XMLSchema#string">Annie</user:hasName>

<user:hasNAI datatype="http://www.w3.org/2001/XMLSchema#string">

stu@nccu.edu.tw</user:hasNAI>

<user:hasSIMCard datatype="http://www.w3.org/2001/XMLSchema#string">

12345678</user:hasSIMCard>

<user:own rdf:resouce="#NokiaSmartPhone" />

<user:locatedIn rdf:resource="WIFIMS" />

<user:engagedIn rdf:resource="http://www3.nccu.ed.tw/~93356026/action.owl#Use" />

</user:Manager>

<!-- Environment instance -->

<!-- Resouce environment -->

<environment:ResourceEnvironment rdf:ID="PrinterInLab">

<environment:virtualAddress rdf:resource="#LabHost76" />

</environment:ResourceEnvironment>

<environment:VirtualLocation rdf:ID="LabHost76">

<environment:hasIP datatype="http://www.w3.org/2001/XMLSchema#string">

140.119.74.76</environment:hasIP>

<environment:hasProxy datatype="http://www.w3.org/2001/XMLSchema#string">

proxy.nccu</environment:hasProxy>

</environment:VirtualLocation>

<!-- User environment -->

<environment:UserEnvironment rdf:ID="WIFIMS">

<environment:requestFrom rdf:resource="#MSAP" />

<environment:virtualAddress rdf:resource="#MSIP" />

<environment:utilitze

rdf:resource="http://www3.nccu.edu.tw/~93356026/environment.owl#WLAN" />

</environment:UserEnvironment>

<environment:Environment rdf:ID="MSAP">

<environment:hasNASIP datatype="http://www.w3.org/2001/XMLSchema#string">

WIFLYMS</environment:hasNASIP>

</environment:Environment>

<environment:Environment rdf:ID="MSIP">

<environment:hasIP>150.50.76.123</environment:hasIP>

</environment:Environment>

<!-- Configuraiton instance -->

<result:Configuration rdf:ID="WLANConfiguration"> -

<result:timeConstraint>

<result:hasIdleTime datatype="http://www.w3.org/2001/XMLSchema#time">

00:30:15

</result:hasIdleTime>

<result:hasConnectionTime datatype="http://www.w3.org/2001/XMLSchema#time">

01:30:30

</result:hasConnectionTime>

</result:timeConstraint>

</result:Configuration>

</rdf:RDF>
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